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Market overview

+ Digital platforms for « Construction  Discrete manufacturing » Fixed wing aircraft
highly automated vehicles  Agriculture » Process automation » Rotorcraft
* Material handling » Energy production * Human space flight
* Municipal vehicles * Smart grid » Space: launcher,
» Special vehicles  Logistics robotics, satellites

+ UAV/UAM



From fail-safe to fail-operational systems TITech
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Where do we stand? TlTech
Hype Cycle on Autonomous Systems 2010-2021

E— Why is it so hard?

Peak of Inflated
Expectations

first known death
caused by a self-
driving car

2019 L5
2013 /2014
2012
2018 L5

2010

2018 L4
2019 L4

The only other technology
that made it that far with a
rating of >10y has been the
“Semantic Web” in 2007.

Innovation Trough of Slope of Plateau of
Trigger Disillusionment  Enlightenment Productivity

@ more than 10 years
@ 5-10 years

September 29, 2022



Safety Is the grand challenge to Trrech
iIntroduce Level 4 Automated Driving

L Perception and the “World Model” }

{ Fail-Operational Safety Architecture }

{ System Verification & Validation }
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Automated Driving as Closed-Control Loop Tl' l' ech
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The Automated Driving Challenge Heatmap TT rechAUtO
SENSE THINK

Sensors

—{ ] Lidars Map FU Longitudinal
World

Object H M O d e I Lateral

(oo) Ultrasonics (data structure, | oo
(©O) Nano Radars Road-G\  data, and rules) / Vertical teering

(Multi-Agent
Planning)

Feasibility of Safety vs.
Complexity/Performance
Requirements

Safety Architecture, safe computation (random HW faults, design faults @ SW & HW)
How to safeguard complex (Al) algorithms? Fail-Operational Approach




World Model as a Centerpiece for Assurance Trrec‘h

- Big Loop to a cloud data lake
- Cooperative perception

- Sensor Inputs

- Early/late sensor fusion
- Use of ML

- Ego vehicle state

- Trajectory Planning
- Actuator Control

E——

- Reaction to “surprise”
(e.g., slow down)

World
Model

(data structure,
data, and rules)

- Feedback/re-adjustments of
sensors and sensor fusion

- Continuous Validation

. redictive processing *
This runs on a computer. P g 9%)

How many world models do we need?

* Rushby, J. (2022). Models and their Validation and their Role in Perception
And in Safe Autonomous Vehicles. IFIP WG10.4 Virtual Meeting.
29 September 2022 URL: http://www.csl.sri.com/users/rushby/abstracts/ifip-11may22
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Moving from Level 2 to Level 4 System

Steering Braking Powertrain

111 111

Main AD Human
() Driver

@

o

Sensors

TTTech

Steering Braking Powertrain

111 111

Main AD How can the
(L2) human driver be
replaced by

electronic backup
system?

Sensors

14



Conceptual Architecture for Safe Autonomous Systems TITech

Kopetz, H. (2021). An Architecture for Driving Automation.
URL: https://www.the-autonomous.com/news/an-architecture-for-driving-automation

Steering Breaking Powertrain Fault-Tolerant
t Decision Subsystem

FCU 4a/b

Decides whether the CCDSS
or the CEHSS output is forwarded
to the actuators.

Computer-Controlled [ FTDSS

Driving Subszstem
Generates trajectories. (L\

FCU 1 FCU 2 FCU3
CCDSS MSS CEHSS
Monitor Subsystem - 1 ~ Critical Event

y, \_ Yy, \_ J Handling Subszstem

Verifies trajectories.
t t Generates trajectories including
minimum risk maneuvers.
(Fault-Tolerant Network) Designed to operate in any ODD.

| |

Sensors
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Monitor — Example Trajectory Verification Procedures TITe eCh

Steering Breaking Powertrain

1

\
[ . FCU 4a/b

V.

safety Co-Pilot

TlechAuto

g Collision check Feasibility check
(FaU |t_TO|erant NetWOrk) Checks trajectory-againstdynamic freespace Checks trajectory againstvéhicle’dynamics model
Sensors

>
MotionWise
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One more detailed level of abstraction Tr r ECh

Receiver 1 Receiver 2 Receiver n

I N . - -y
: V! : |
| [ FTDSS | i I
I ) 1 ! I
1 1 1
I (—tﬂ | l 1
| FCU 2 FCU 3 : : I
I I
1 1 "
: MSS CEHSS : : CeDss :
: I I I
ol Tolerant Netork Hybrid failure assumption *
el Teiermntetvern - FTDSS FCUs are simple FCUs and ~ fail silently
' ' ' - CCDSS, MSS, CEHSS are complex FCUs
Sensors and fail arbitrarily

* Verissimo, P. et al. (2003). Intrusion-tolerant architectures: Concepts
and design. In Architecting dependable systems (pp. 3-36). Springer,
Berlin, Heidelberg.



Exhaustive Fault Simulation (Qualitative Study) TITech

. L ) Specification Refinement
Algorithm Specification
Receiver 1 Receiver 2 Receiver n

N

FTDSS FTDSS
FCU 1 FCU 2

BT

CCDSS ———» MSS CEHSS

o

4 Failure Specification )

OK

CCDSS_state = state_faulty

> Counter- |Step 1l

CCDSS_out IN ‘ example |Step 2

{x: ARRAY FTDSS _ids OF
set_of_setpoints | TRUE}; Step 3

\_ J Step 4

P . Ok, when
- . roper
4 Property Specification ) vi olgt o dy robgstness
testing or
consistency: LEMMA SYSTEM |- simulation.
G(FTDSS_state_list[1]=cycle_end =>
(FORALL (I,m: Receiver_ids):
receiver_results[l]=receiver_results[m]));
\ / — W. Steiner et al. (2004). Model checking a fault-tolerant startup algorithm: From

design exploration to exhaustive fault simulation. Proc. of the International
Conference on Dependable Systems and Networks. IEEE. pp. 189-198.



Formalization of Assumptions in PRISM (Quantitative Study) TrTechAuto

CCDSS ok
MSS ok
CEHSS ok
FTDSS ok

(1-b-c)*A (1-b-c)*A

CCDSS ok
MSS ok

CEHSS --
FTDSS ok

CCDSS ok
MSS --
CEHSS ok
FTDSS ok

CCDSS --
MSS ok
CEHSS ok
FTDSS ok

2A+ Arrpss

System
Failure

Kopetz, H. (2021). An Architecture for Driving Automation. URL: https://www.the-
autonomous.com/news/an-architecture-for-driving-automation
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System Verification and Validation TrTech

« “Classical” and more recent automotive standards

« 1S0 26262: Functional Safety
« Automotive Safety Integrity Levels (ASIL)
« 1S5S0 21448: Safety Of The Intended Functionality (SOTIF)

*  ANSI/UL 4600: Standard for Safety for the Evaluation of Autonomous Products

* Includes also anomaly detection, called “Safety Performance Indicators”
* Big Loop, e.g., https://www.youtube.com/watch?v=2Acx6W5Totg

« Street testing-only seems implausible

Kalra, N. & S.M. Paddock. (2016). Driving to safety: How many miles of driving would it take to demonstrate autonomous vehicle
reliability?. Transportation Research Part A: Policy and Practice 94 (2016): 182-193.

« Composable V&V would be ideal: system V&V follows from independent subsystem V&V

* How can common mode failures of the different subsystems be addressed?

Terrosi, F., L. Strigini, & A. Bondavalli. Impact of machine learning on safety monitors. In International Conference on Computer Safety,
Reliability, and Security, pp. 129-143. Springer.
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Conclusion



Conclusion

Self-driving cars are the future of automotive
mobility.

Making them safe still is a challenge.

Three safety challenges:

* Perception and the “World Model”

- Fail-Operational Safety Architecture

« System Verification & Validation

Three safety challenges are not independent.
*  How many world models are necessary?

* Big loop validation has an impact on world
model and the fail-operational safety
architecture (which FCUs must connected to the
cloud, which ones must be isolated?)

29 September 2022
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